Don’t Want Your Laptop Tampered With?
Just Add Glitter Nail Polish

If you're traveling overseas, across borders or
anywhere you're afraid your laptop or other
equipment might be tampered with or examined,
you've got a new secret weapon to improve secu-
rity. Glitter nail polish.

Don't laugh. It works.

Security researchers Eric Michaud and Ryan
Lackey, making a presentation at the Chaos Com-
munication Congress on Monday, highlighted the
power of nail polish — along with metallic paints
and even crappy stickers — to help people know
when their machines have been physically tam-
pered with and potentially compromised.

“Government agencies have so much money,
they can build their own custom procedures,” said
Ryan Lackey, founder of the CryptoSeal VPN ser-
vice. “But if you're a private person who travels to
a country to do work, you have to take your stuff”

Physical tampering with machines, whether by
governments, corporate competitors or data
thieves looking for bounty, is a growing problem.
Businesspeople traveling to China in particular
have reported problems with data theft and
hardware tampering. While drive encryption,
strong passwords and software-based measures
might keep causal thieves out, traveling offers
many ways for prying eyes to physically compro-
mise a laptop, Lackey and Michaud noted. Border
areas can be especially dangerous, as authorities
can confiscate a laptop or cell phone to “examine”
it, then return it with the drives imaged or mal-
ware installed.

Once at a destination, many travelers lack the op-
tion to carry their laptop at all times. This raises
the risk of attackers breaking into a hotel room to
steal data or compromise machines.

He xoTuTe, 4uTO6DLI B Baluem nanTone KTo-To
Konanca?
Jo6aBbTe GnecTAWMIA NaK gNA HOrTen

Ecnu Bbl e3guTe B gpyrune cTpaHbl, U Npun nepe-
CeYeHUW rpaHnLbl UK rae-To ewwé Bbl 6ecno-
KouTecb, He ByaeT nn KTO-TO TporaTb Bally an-
napatypy unu obcnefosatb €€, To Tenepb y Bac
eCTb HOBOE CEKpEeTHOE OpyXue A1A NOBbIeHNA
6e3onacHocTn. brnectawmnm nak gna HorTen.

He cmeliTecb — 370 paboTaer.

NccnepoBaTenn B o6nactn 6esonacHocTu Eric
Michaud n Ryan Lackey Bo Bpems cBoei npe-
3eHTaumm Ha KoHrpecce Chaos Communication B
NnoHeAenbHVK NoAYePKHYNN CNOCOBHOCTb Naka
ANA HOrTen — HapAady C MeTannm3npoBaHHON
KpacKoW 1 gake NpoCTeEHbKNMM HaKNenkamm —
NMOMOUYb NIOAAM 3HaTb, KOrAa B X TEXHMKY KTO-TO
dun3nyecKkn 3anesaeT v NOTEHUMANBHO MOXET
B3/IOMaTb 3alUULLEHHbIE AAHHbIE.

“Y npaBUTENbCTBEHHbIX yUpeXKAeHNN Tak MHOTO
L€HEr, YTO OHM MOTyT cOo3fjaBaTb COOCTBEHHbIE
meToAbl 3awmnThbl’, — roopuT Ryan Lackey, ocHo-
BaTenb cepsuca CryptoSeal VPN. “Ho ecnu Bbl —
YaCcTHOE N0 1 efleTe B HEKYIO CTPaHy Ha paborTy,
TO AOMKHbI UMETb CBOW 3aroTOBKM".

Dur3nyeckne maHUNynALUM C KOMMbOTEPAMU —
3aHMMAITCA NN 3TUM NPaBUTENbCTBA, KOPNopa-
TUBHbIE KOHKYPEHTbI UM OXOTHUKM 3@ YYKOW
NHPopmaLmen B Lenax nonyyeHnsa Bo3Harpa-
AEHNs — CTaHOBATCA BCE 6onbluen npobnemoin.
[Jenosble noan, e3gAawmne B Kntan, B YaCTHOCTU
XanylTca Ha Npobembl BOPOBCTBA AaHHbIX U
B3/I0Ma TeEXHUKN. B TO BpemsA Kak wndppoBaHme
AVCKa, HaéXXHble Naponun 1 NporpaMMHblie Mepbl
MOTYT 3aLNTUTb OT CJTyYaliHbIX BOPOB, NyTeLle-
CTBUA JalOT MHOIO BO3MOXHOCTeN AnA 1to6o-
MbITHbIX rMa3 pusnyeckn [obpaTbca [0 BalLEero
nanTtona, otMeyaiot Lackey n Michaud. 30Hbl
NOrpaHMYHOro KOHTPO/A 0COOEHHO OnacHbl,
NOCKOJNbKY BNacT! MOTyT KOHPUCKOBATb N3nTonN
UM COTOBbIV TenedoH, YTobbl “ocMOTpeTh” ero, a
3aTem BEPHYTb, NpefBapuUTesIbHO CHAB 06pa3bl C
AVCKOB UM YCTaHOBUB LUMNOHCKUE MPOrpaMmbil.

MpunbbIB Ha MECTO, MHOTE NMYTELIECTBEHHUKMN He
NMEeIOT BO3MOKHOCTI BCE BpeMs TaCcKaTb CBOM
n3NTONbl C COOON. ITO YBENINYMBAET PUCK TOTO,
YTO HEKMI B3NIOMLUUK MPOHUNKHET B TOCTUHUYHbIN




Short of keeping a machine with you 24/7, there
is little you can do to be absolutely sure these
things don't happen, the researchers said. If
there is a serious question, they advise against
traveling with sensitive data and wiping or simply
discarding potentially compromised devices
upon returning home. But those extreme mea-
sures don't help you while you're actually on the
road, making it critical to know if your machine
has been compromised.

Some travelers affix tamper-proof seals over
ports or chassis screws. But these seals can in
fact be replicated or opened cleanly in minutes
by anyone with even minimal training, Michaud
and Lackey said. They instead advise borrowing
a technique from astronomers called blink com-
parison. Here’s where the glitter comes in.

The idea is to create a seal that is impossible to
copy. Glitter nail polish, once applied, has what
effectively is a random pattern. Once painted
over screws or onto stickers placed over ports,

it is difficult to replicate once broken. However,
reapplication of a similar-looking blob (or paint
stripe, or crappy sticker) might be enough to fool
the human eye. To be sure, the experts recom-
mend taking a picture of the laptop with the
seals applied before leaving it alone, taking an-
other photo upon returning and using a software
program to shift rapidly between the two images
to compare them. Even very small differences —
a screw that is in a very slightly different position,
or glitter nail polish that has a very slightly differ-
ent pattern of sparkle — will be evident. Astron-
omers use this technique to detect small changes
in the night sky.

By taking the picture with a cellphone that is
kept with you at all times, you can be reasonably

HOMep 1 CBOPYET AaHHble UK 3aWNLWEHHYIO
NHbOpPMaLMIO B MaLLMHE.

Ecnu He gepatb Npu cebe KomnbloTep Kpyrno-
CYTOYHO, TO Y BaC HEMHOIO BapMaHTOB, YTO Takoe
MO>XHO cienaTb, YTOObI MOMIHOCTbIO 06e30MacnTb
ceba oT Nogo6HbIX COOLITUN, FOBOPST UCCNeno-
BaTenn. Korga BOnNpoc cepbé3sHblil, OHY Npeno-
CcTeperatoT OT Noe3foK C “4yBCTBUTENbHbIMN
AaHHbIMM 1 COBETYIOT CTUPATb UAN NPOCTO Bbl-
6pacbiBaTb NOTEHLMANIbHO B3/IOMaHHbIE YCTPOW-
CTBa NO BO3BpaLLeHNN JoMOWN. Ho Takme KpanHue
Mepbl HEMPUMEHKMbI, MOKa Bbl HA CAMOM Jene
Haxo4uTeCb B AOPOre, N CTAHOBUTCA KPUTUYHbIM
3HaTb, B3N1lamMblBasiaCb Balla MalLMHA, WA HET.

HekoTopble nyTelwecTBEHHNKN CTaBAT NPOTUBO-
B3/IOMHbI€ MOMObI Ha BMHTbI MOPTOB U LWACCU.
Ho ¢ aTux nnom6 Ha camoM fiefie MOXKHO cienaTb
pPennvKn NN BCKPbITb NX B HECKONIbKO MUHYT, He
OCTaBUB cnefa, Aake obnagaa MUHUMANTbHbIMA
HaBblkamu, roeopAT Michaud n Lackey. Bmecto
3TOro OHM COBETYIOT NO3aUMCTBOBATb Y aCTPOHO-
MOB METOAMKY, KOTOPaA Ha3blBaeTCA CPaBHEHNE
6n1MHKoBaHMEM. BoT TyT-To 1 noaBnseTca 3ToT
6neck.

Npea coctont B TOM, YTOObI CO3A4aThb NevaTb, KOTO-
pyl0 HEBO3MOKHO CKONMpoBaTb. bnectawmn nak,
HaHeCEHHbIN OfHaXAbl HA HOI'TW, UMeeT B CYLLHO-
CTW TO, UTO Ha3blBAETCA C/lyYaHbIM y30poM. Ecnun
Bbl HAHEC/IM €ro Ha BUHTbI /TN HAKNeeHHbIe Ha
NOpPTbl CTUKEPBI, TO C/IOMaB Nak, yxe 6yaeTt TpyaHO
3aTem BOCMpoun3BecTn. KOHeYHO, MO>KHO NMOBTOp-
HO HaHEeCTU MOXOXKYI0 Kanso (M1 HaprncoBaTb
NOSIOCKY, NV NPUKIENTb MPOCTEHbKNIN CTUKEP),

1 3T0ro 6yaeT AOCTaTOUHO, YUTOObI OOMaHYTb
yenoseyeKkunin ras. Ho Ha camom gene sKkcnepTbl
peKkomeHAyIoT caenaTb CHUMOK N3NToNa C ycTa-
HOBJIEHHbIMM NSIOMb6aMK Nepes TeM, Kak OCTaBUTb
€ro oAuH, a 3aTeM, BepHYBLUWCb, CAeNnaTb Apyrom
CHMMOK 1 UCMOJb30BaTb KaKyo-HNOYAb KOMMblO-
TEPHYI0 MPOrpammy, Ytobbl CPaBHUTb 3TN U30-
6parkeHus, ObICTPO NepeKNYanCb MeXay HUMU.
[axke camble Manble OT/INYMA — BUHT, KOTOPbIN
HaxXOAMUTCA YyTb-UyTb B APYFOM NOSIOKEHUN, NN
6necTAWmMn NaK Ana HOrTer, UMEILLNIA HEMHOXKO
Lpyron y3op 6éCToK — CTaHyT TYT K€ OUYEeBUHbI-
MWU. ACTPOHOMbI UCMOMNb3YIOT 3TY TEXHUKY, YTOObI
O0OHAPYKUTb Marble U3MEeHEeHNA Ha HOYHOM Hebe.

[lenana CHMMOK Ha COTOBbIN TeniepOH, KOTOPbIN
BCEeraa npu Bac, Bbl MOXeTe ObITb BMOMHe yBepe-




sure the original picture hasn't been tampered
with or replaced. In order to guard against typical
user forgetfulness, the experts recommend using
a two-stage remote verification system. Such

a tool would require that two pictures match
exactly, for example, before allowing the user to
log in to a potentially vulnerable system such as
a VPN.

“This makes it non-skippable by users,” said Mi-
chaud, CEO of Rift Recon. “If the user doesn’t do
the check, it doesn’t work.”

The pair said they will within a few months
release an inexpensive tool that will support this
two-step verification system. Such machine-as-
sisted verification was necessary to help travelers
overcome their own mistakes, they argued.

“Users are lazy,” Michaud said. “It’s really unlikely
that we're going to build a system based on us-
ers making the correct security decisions all the
time.”

Hbl, YTO OPUTMHaNbHOE N300paXKeHne HUKTO He
noapenakTMpoBan 1 He 3aMeHun Ha apyroe. [ina
TOro UT06bI y6epeubca OT TUNNYHOWN NONb30Ba-
TeNbCKOW 3a0bIBUMBOCTN, SKCNEPTbl PEKOMEH-
AYIOT NCNONb30BaTb ABYX-CTYMEHYaTyIo CUCTe-

My YOanéHHOW NpoBepKn. Takom MHCTPYMEHT
notpebyeT, UToObI iBE KAPTUHKM COBNagan B
TOYHOCTW, HaNpuMep, nepep Tem, Kak paspeLumnTb
noJsib3oBaTesiio BOMTU B MOTEHLMANIbHO YA3BUMYIO
cucTemy, Takyro Kak VPN.

“3T0 cgenaeT HEBO3MOXKHbIM /1A NOJIb30BaTeNs
nponycTuTb ero,”— rosoput Michaud, maBHbiN
NCNONHUTENbHbIN gupekTop Rift Recon. “Ecnn
nonb30BaTesib He ceNnaeT NPOBEPKY, OH He Cpa-
6oTaet”.

OT1 ABOE rOBOPAT, UTO Yepes3 HECKOIbKO MecALieB
BbINYCTAT HEAOPOTYIO NMPOrpammy, KoTopas byaeT
noaAepXnBaTb 3Ty ABYXCTYNEHUATYIO CUCTEMY
npoBepku. Takaa MalLMHHAA NPoBepKa Heobxo-
AMMa, YTO6bl NOMOYb MyTelleCcTBEHHUKaM UCnpaB-
NATb CBOW COOCTBEHHbIE OWNOKM, yOexxaatoT OHW.

“lNMonb3oBaTenu neHnBbl’, — roeopuT Michaud.
“EpBa nn mbl 6yaem co3gaBaTb CUCTEMY, OCHO-
BaHHYIO Ha TOM, YTO NoJsib3oBaTeNn BCerga npu-
HUMALOT NPaBU/IbHbIE PeLLeHNA B OTHOLIEHWN
6e3onacHocTw”.




